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Proposal

We, the Chrome Security Team, propose that user agents (UAs) gradually change their UX to display non-secure origins as affirmatively non-secure.
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HTTP/2 protocol & - omer Japan 66.46% + 19.7% = 86.16%
Global 63.07% + 68% = 69.87%

Networking protocol for low-latency transport of content over the
web. Originally started out from the SPDY protocol, now
standardized as HTTP version 2.
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Only supports HTTP2 over TLS (https)
3 Puﬂd support in Safari refers to being imited to OSX
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Notes Known issues (0) Resources(6) Feedback

See also support for the SPDY protocol, precursor of HTTP2.
* Partial support in IE11 refers to being limited to Windows 10.
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Mozilla: R % Firefox|C 8 A& &
Google: HEEEZEZ Chromelc B A F &+
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Al

Al

€ @ hipsy/demo iolus.jpié430 c|a "o 4 AOO

GET / HTTP/1.1

Host: demo.iijplus.jp:4430

User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 10.19; rv:49.9) Gecko/20100101 Firefox/49.9
Accept: text/ntml,application/xhtml+xml,application/xml;q=0.9,%/%;q«0.8

Accept-Language: en-US,en;q«@.5

Accept-Encoding: gzip, deflate, br

Connection: keep-alive

Upgrade-Insecure-Requests: 1

EOF

(] ) nspector [ Conscie Dobugoer ()} StyleBanor () Performance " B B : Il &

3] n HTML CSS JS XHR Fonts Images Media Flash WS Other @ One roquest, 0.34 KD, 0.05 5 1

Status Method File Domain Headers Cookios Pararns Rosponse Temings m

200 GET / derno Miplus. ;4430 Connection:

Pnologgl vorgion: TLSv1. 3
Ciphor sulte: TLS_ECOHE_RSA_WITH_AES_128_GOM_SHA2S6
Host domo.bjpius. jp:4430;
HTTP Strict Tranaport Security: Disabled
Public Key Pinning: Disabled
Certificate:
Issued To
Common Name (CN): «. 11iiplus.ip
Organization (Ok Internet Initiative Japan Inc.
Organizational Unit (OU): Application Development Departement
Issued By
Common Name (CN): GlobalSign Organization Validation CA - SHAZ2S6 - G2
Organization (Of GlobalSign nv-sa
Organizational Unit (OU): <Not Available>
Period of Validity
Begins Onc 20158 R48
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Quick UDP Internet Connection



Quick UDP Internet Connection
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WebRTC
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?
http://blog.chromium.org/2015/04/a-quic-update-on-googles-experimental.html WebRTC over QUIC .
https://docs.google.com/presentation/d/15e TbLKYeN56GL10TJSFOOZiUsI-rexisLo9dEyDkWQs/
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FME © http/1.1(1.43s), h2(0.64s), quic(0.41s)

https://groups.google.com/a/chromium.org/d/msg/proto-quic/lewtuSYH1vs/anySxbHSCgAJ
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QUIC Handshake

. — —>
— QUIC Handshake l_ — SYN/acKk
ApplicationData
PP —> ClientHello —3
AppllcatlonData

~ 7 ServerHello+etc
Q U | C ( I~ 21 1T @) ETentKeyExchange-@’t?

e

ApplicationData —

AppllcatlonData

[ PageLoad time X HTTP/2 (3'\/41\ )

@& https://quic-demo.iijplus.jp/load.htm|
22779 [) H2demo [) QUIC:PagelLoad time [) H2:PagelLoad time

Page Load Time: 2085[ms]
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S— RTT:1000ms

O ® Y pageload time X

& C' @& https://quic-demo.iijplus.jp:8443/load.html

779 [ H2demo [1 QUIC:Pageload time [7 H2:Pageload time g HTTP/2
Page Load Time: 3059[ms]
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Packet Loss Tests with Ajax. Protocol: quic/1+spdy/3




